Create and Manage an FTP Server on Windows 10
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If you want to create your own private cloud and be able to share and
transfer large files without restrictions, then build your own FTP server on
Windows 10.

Building your own FTP (File Transfer Protocol) serverz can be one of the easiest and most
convenient solutions to transfer file through a private or public network without limitations and
restrictions typically found with most cloud storage services.

There are also many benefits running your FTP server. For example, it's private, and you have
absolute control. It's fast (depending on your internet connection speeds), and there is virtually no
limits on the amount and type of data you can store.

Also, you don't have restrictions on file sizes either, which means that you can transfer something
as small as a text file or a 1000GB PC backup, and you can even create multiple accounts to let
friends and family access or store content remotely too.

You'll find many third-party software on the internet to build a file transfer server, but Windows
includes an FTP server feature that you can set up without the need to resource to other solutions.
In this \Windows 10 guide, we'll walk you through the steps to successfully set up and manage an
FTP server on your PC to transfer files from your home networks or remotely over the internet.
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How to install an FTP server on Windows 10

Very similar to previous versions, \Windows 10 includes the necessary components to run an FTP
server. Follow the steps below to install an FTP server on your PC:

1. Use the Windows key + X keyboard shortcut to open the Power User menu and select
Programs and Features.

2. Click the Turn Windows features on or off link.

[ Programs and Features - O X
4 [@ * Control Panel » All Control Panel ltems > Programs and Features v O Search Programs and Features 0O
File Edit View Tools Help

Control Panel Home =
Uninstall or change a program

g To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
G Turn Windows features on or
ot Organize *  Uninstall EE e

Mame Publisher Installed On  Size
Evernote v. 5.9.6 Evernote Corp. 3/11/2016
" Google Chrome Canary Google Inc. 3/16/2016
[85 Microsoft Visual C++ 2008 Redistributable - x64 9....  Microsoft Corporation 2/25/2016
[#5 Microsoft Visual C++ 2008 Redistributable - x86 9.... Microsoft Corporation 311472016
[85 Microsoft Visual C++ 2008 Redistributable - x86 9.... Microsoft Corporation 2/25/2016
E{'Notepad++ Motepad++ Team 3/19/2016
£ PicPick MNGEWIN 3772016
@VMware Tools WMware, Inc. 2/25/2016
[E)xampp Bitnami 3/14/2016
€ >

J % Evernote Corp. Product version: 5.9.6.9494 Support link:  http://www.evernote.c...
3 Help link:  http:/fwww.evernote.... Size: 270 MB

Expand Internet Informationz Services and check the FTP Server option.
Expand FTP Server and check the FTP Extensibility option.

Check Web Management Tools with the default selections.

Click OK to begin the installation.

o ok w


http://www.windowscentral.com/windows-10/
http://www.windowscentral.com/how-set-and-manage-ftp-server-windows-10
http://www.windowscentral.com/sites/wpcentral.com/files/styles/xlarge/public/field/image/2016/03/windows-features-enable.jpg?itok=0W9KVutJ
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Turn Windows features on or off [ 7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box, A filled box means that only part of the feature is turned on.
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7. Click Close.

How to configure an FTP site on Windows 10

After installing the necessary components to run an FTP server on your PC, you need to create
an FTP site using the following instructions:

1. Use the Windows key + X keyboard shortcut to open the Power User menu and select Open
Administrative Tools.
2. Double-click Internet Information Services (IIS) Manager.
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3. Expand and right-click Sites on the Connections pane.
4. Select Add FTP Site.
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5. Name your new FTP site and enter the path to the FTP folder you want to use to send and
receive files. Note: You can also use the Make New Folder button to create a specific folder
to store your FTP files.
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6. Click Next.

Add FTP Site ? *

q Site Information

FTP site name:
|WinFTP

Content Directory

Physical path:
|C:\Users\xboxl\Desktop\winftp | EE

Mext Finish Cancel

7. On Binding and SSL Settings leave all the default settings, but change the SSL option to No
SSL. Note: It's worth pointing out that in a business environment or on an FTP server that will
host sensitive data, it's best practice to configure the site to require SSL.

8. Click Next.

Add FTP Site ? X
q Bindiong asid SSI Settings

Binding

IP Address: Part:

|All Unassigned | | |

[] Enable Virtual Host Names:

Start FTP site automatically
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9. On Authentication, check the Basic option.

10.  On Authorization, select Specified users from the drop-down menu.

11. Type the email address of your Windows 10 account or local account name to allow
yourself access to the FTP server.

12.  Check the options Read and Write.Click Finish.
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Authentication
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Authorization
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Permissions
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Previous e Cancel

How to allow an FTP server through Windows Firewall

If you have Windows Firewall running on your computer, then the security feature will block any
connections trying to access the FTP server. Use the steps below to allow the FTP server through
the firewall.

1. Open the Start menu, do a search for Windows Firewall, and press Enter.
2. Click the Allow an app or feature through Windows Firewall link.
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3. Click the Changes settings button.

4. Select FTP Server and make sure to allow it on a Private and Public network.
5. Click OK.
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File Edit View Tools Help
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At this point, you should be able to use your favorite FTP client to connect your newly created
FTP server from your local network.

Note: Make sure to check your software vendor support website for specific instructions to allow
an FTP server, if you're using another security software other than the Windows Firewall.
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How to configure a router to allow external connections

For your FTP server to be reachable from the internet, you need to configure your router to open
TCP/IP port number 21 to allow connections to your PC.

The instructions to forward a port will vary from router-to-router, but below you'll find the steps
to configure most routers. (For more specific instructions to forward TCP/IP ports, you should
check your router's manufacturer support website.)

1. Use the Windows key + X keyboard shortcut to open the Power User menu and select

Command Prompt.

Type the following command: 1pconfig and press Enter.

3. Make note of the Default Gateway IP address, which is the IP address of your router.
Typically, it's private address in the 192.168.x.x range. For example, 192.168.1.1 or
192.168.2.1.

N

E¥ C\Windows\system32icmd.exe — O %

Open your default web browser.

On the address bar enter the router's IP address and press Enter.

Sign-in with your router credentials.

Find the Port Forwarding section -- usually you'll find this feature under the WAN or NAT
settings.

8. Create a new port forwarding that includes the following information:

No o bk

o Service name: You can use any name. For example, FTP-Server.
o Port range: You must use port 21.
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o PC's TCP/IP address: Open Command Prompt, type 1pconfig, and the IPv4 address is
your PC's TCP/IP address.

o Local TCP/IP port: You must use port 21.

o Protocol: TCP.
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Apply the new changes, and save the new router configurations.
How to access an FTP server from any PC

Here's the quickest way to test your FTP server, after configuring the firewall, and forwarding port
21 on your router.

Open your default web browser and in the address bar type your Windows 10 PC IP address, on an
FTP link format, and press Enter. The address should look like this: FTP://192.168.1.105.
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Internet Explorer

@ To log on to this FTP server, type a user name and password.

FTP server: 10.1.1.7

User name: | |

Password: | |

After you log on, you can add this server to your Favorites and return to it easily.

[JLog on anonymously

Log on | Cancel

You should try Mic

The newest browser from
Windows 10

The same people who brought you Int

Microsoft Edge. It builds on the Interng

lets you take along all your favorites. P

Note: I'm using Internet Explorer, because Microsoft Edge seems not to include the functionality to
browse FTP sites. You can also opt to use Chrome, Firefox, or another modern web browser.

To test if your FTP server is reachable from the internet, visit Google or Bing, do a search for
"What's my IP?". Note your public IP address from the results and type it into the address bar using
the FTP link format and press Enter.

If you get a login prompt, then everything is working as expected. Simply enter your account
credentials and you're should be able to sign-in.

How to upload files to an FTP server on Windows 10

Keep in mind that the method shown above is only useful to test, browse, and download files from
an FTP site. You have to use the following instructions to be able to browse, download and upload
files.

Use the Windows key + E keyboard shortcut to open File Explorer.

On the address bar type your public IP address on an FTP format. For example, FTP://172.217.3.14.
Enter your username and password.

Check the Save password option.

Click Log On.


http://www.windowscentral.com/microsoft-edge/
http://www.windowscentral.com/sites/wpcentral.com/files/styles/xlarge/public/field/image/2016/03/ftp-browser-connection.jpg?itok=lxjJuLEa

Home Share View

‘J gn Cut X 5 New ite Ii-|
T | Easy access ~

Pin to Quick Cop Paste Delete Rename Ne Properties
access 2 fold )

« v A %5 Thelnternet » 10.11.7 |3 Search 10.1.1.7 y]
3t Quick access Log On As X
[ Desktop
‘ Downloads 4 Either the server does not allow anonymous logins or the e-mail address was not

> accepted.
|| Documents 4
FTP server: 10.1.1.7
&= Pictures
User name: | | g |
© Windows 10 PC test 4
Mauro Huc * Password: | |
5 After you log on, you can add this server to your Favorites and return to it easily.
‘@ OneDrive
@ FTP does not encrypt or encode passwords or data before sending them to the
[ This PC server. To protect the security of your passwords and data, use WebDAV instead.

:_} Network

[ DESKTOP-5AVIKCT
[[JLog on anonymously []5ave password

L1 Y Homegroup

B Mauro Huc

1litems 1 item selected

Using this method, you can browse, download, and upload files as if FTP server was just another
drive connected to your computer.

Furthermore, you can also right-click Quick Access on the left pane and select Pin current folder to
Quick Access to easily reconnect to the FTP server at a later time.
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Quick Tip: You're not limited to use only File Explorer, you can use any FTP client like the popular
FileZilla open source software to transfer files over a local or public network.

How to create multiple FTP accounts on Windows 10
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If you want to allow other people to access your FTP server too, you can create multiple accounts
with specific permissions to download and upload files.

To let other people access to your FTP server, you need to create a new Windows 10 account for
each user, associate each account with the FTP home directory, and configure the appropriate
settings. Follow the steps below to accomplish these tasks:

Add a new user account on Windows 10

Use the Windows key + | to open the Settings app.
Click Accounts.

Click Family & other users.

Click Add someone else to this PC.

= Settings = O *

¢53  ACCOUNTS Find a setting £

Your email and accounts '
Your family

SRIDCBLOpTIoNS Add your family so everybody gets their own sign-in and desktop.

You can help kids stay safe with appropriate websites, time limits,
Work access apps, and games.

Family & other users n Add a family member

Sync your settings
Learn more

Other users

Allow people who are not part of your family to sign in with their
own accounts. This won't add them to your family.

i Add someone else to this PC

Click the | don't have this person's sign-in information link.
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How will this person sign in?

Enter the email address or phone number of the person you want to add. If they use
Windows, Office, Outlook.com, OneDrive, Skype, or Xbox, enter the email or phone
number they use to sign in.

Email or phone

I don't have this person’s sign-in information

Privacy statement

Next Cancel

Click the Add a user without a Microsoft account link.

Let's create your account

Windows, Office, Outlook.com, OneDrive, Skype, Xbox. They're all better and more
personal when you sign in with your Microsoft account.* Learn more

First name Last name

someone@example.com

(et a new email address

Password
United States s
Birth month v Day w Year v

*If you already use a Microsoft service, go Back to sign in with that account.

Add a user without a Microsoft account

Next Back
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Enter the new user account information and click Next to complete the task.

x

Create an account for this PC

If you want to use a password, choose something that will be easy for you to remember
but hard for others to guess.

Who's going to use this PC?

| WC-FTP |

Malke it secure.

I (I I L RN Y |

| no hint K |

Back Next

Note: This account will be accessed from the internet, as such make sure to use a strong and secure

password.

Add a new user account to access the FTP folder
Right-click the FTP folder and select Properties.
Click the Security tab.

Click Edit.
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Enter the user account name and click Check Name.

Click OK.

Select Users or Groups >

Select this object type:

[Users, Groups, or Buitin security principals || Qbject Types..
From this location:
[DESKTOP-5AVIKC || Locations...

er the object names to select (examples):
DESKTOP-5AWTKC TWWC-FTP Check Names

On Group or user names, select the user account you just created, and select the appropriate
permissions.

Perrnissions for winftp X
Security
Object name:  C:AlUsers'wboxd\Deslktop winftp

Group or user names:

& SYSTEM
a Mauro Huc fbodive_mh@hotmail com)

SR Administrators (DESKTOP-5AV1KC 7 Administrators
WOC-FTF (DESKTOP-5AVTKCWWC-FTR)

Agd Bemove
Pemissions for WC-FTP Dermy
Full control L] =
Modify ¥ O
Fead & execute L]
List folder contents ]
Fead ] I

Cancel Apply

Click Apply.
Click OK.

Configure a new user account to access the FTP server


http://www.windowscentral.com/sites/wpcentral.com/files/styles/xlarge/public/field/image/2016/03/add-user-folder-windows-10.jpg?itok=gNkZZPdJ
http://www.windowscentral.com/sites/wpcentral.com/files/styles/xlarge/public/field/image/2016/03/user-folder-permission.jpg?itok=ZiUBfCA6

Use the Windows key + X keyboard shortcut to open the Power User menu and select Control

Panel.

Open Administrative Tools.

Double-click Internet Information Services (lIS) Manager.
Expand Sites.

Select the FTP site and double-click Authorization Rules.

¥3 Internet Information Services (IIS) Manager - O X
C 5 | @ » DESKIOP-SAVIKCT » Sites » WIinFTP » & < @ -
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Connections . Actions
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|5} Application Pools =
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w - @] Sites
2 Default Web Site nz s LT Edit Site
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EIP FTP (TP Current FTP Directory FTP Firewall FTP IP B Basic Settings...
Authentic.. (Authorizatio; | Sessions Browsing Support Address a..
"I L e - o~ Ll s
i s View Virtual Directories
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FTP Legging FTP FTP Request ~ FTP S5L FTP User Manage FTP Site £
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Right-click on and select Add Allow Rules from the context menu.
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Configuration: 'applicationHost.config'

Select Specified user and enter the name of the Windows 10 user account you created earlier.
Set the Read and Write permissions you want the user to have.

Click OK.

Add Allow Authorization Rule

Allow access to this content to:
() All Users
) Al Anonymous Users
() Specified roles or user groups:
| |

Example: Admins, Guests

(O] Specified users:

|wc-|-‘rp |

Example: Userl, User2

Permissions

[] Read
Write
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Now the new user should be able to connect to the server with their own credentials. Repeat the
steps mentioned above to add more users to your FTP server.

Wrapping things up

In this guide, you learned to set up and manage= your own private FTP server without third-party
software, and we've shown you different methods to access your files remotely. Just remember
that your PC must be turned on and connected to the internet for the FTP server to work, you won't
be able to access any files if your computer is in Sleep or Hibernation mode.

The FTP feature is available on Windows 10 Pro as well as on Windows 10 Home, and previous
versions of the operating system.

Windows 10 resources

For more interesting guides, tips, coverage, and answers on Windows 10, you can visit the following
resources:

Windows 10 help, tips, and tricks
Windows 10 on Windows Central — All you need to know
Windows 10 forums on Windows Central
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